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errors include memory errors, cache errors, interconnect errors, logic errors, timing errors, etc. that corrupt application
data. For example, an error may cause an application floating
point value to be changed to a different floating point value
that is valid, but incorrect in the context of the computation.
A major concern with intermittent, soft errors is the
potential for escaped errors (EE). We define an escaped error
as a soft error that changes computation results and is not
corrected. These errors are variously called latent or silent
in the literature [7], [12], [14]. Escaped errors can cause an
application to return an incorrect answer, but the application
will be unable to inform the user that the returned answer
is incorrect.
The major challenges with soft errors (and the risk of escaped errors) are detection and correction. Prior approaches
include replication [15], or application-based techniques [16]
to introduce and manage redundancy in data an computation. Examples of application-directed tolerance range from
application-level checkpoint-restart (capturing applicationspecified data) to algorithms that are restructured to tolerate
specific classes of errors [13], [16]. Here, we focus on
application-directed tolerance in a widely used numerical
algorithm: preconditioned conjugate gradient [17], [18],
which is viewed as representative of a large class of solver
applications. We study a range of techniques to detect soft
errors , and we characterize their precision and recall. To
evaluate the impact of this fault-tolerance (or resilience) on
overall performance, we utilize the Global View Resilience
(GVR) library [19] being developed by our group at the
University of Chicago and Argonne National Laboratory.
GVR provides applications with fine-grained control over
data structures. Each application data structure can be separately versioned (persisted), and recovered (applicationspecific error handling).
Practical tolerance of latent soft errors must balance
runtime overhead against achieving an acceptable escaped
error probability. So, we study the effectiveness of error
detection schemes in a PCG solver built on the wellknown Trilinos library [20]. We study each scheme using
random error injection and observe how each performs in
terms of detection precision, detection recall, and escaped

Abstract—Soft errors are a significant concern for highperformance computing systems in the exascale time frame.
We apply our group’s Global View Resilience (GVR) library
to a preconditioned conjugate gradient solver, evaluating perdata-structure snapshots and varied error detection approaches
to tolerate soft errors.
Using 14 real-world matrices from the University of Florida
Sparse Matrix Collection, we use error-injection to assess the
viability of several detection and correction schemes. These
studies show: 1) though inexpensive,residual-based detection
performs poorly. To achieve acceptably low false negative
rates, much higher (20x) false positives rates are required.
2) though more expensive, algorithm-based detection performs
better overall, achieving much lower false negative rates at
one fifth the false positive rate. Even this “expensive” error
detection is inexpensive compared to a single iteration, and
therefore is viable for linear solvers—particularly in high faultrate systems.
Keywords-fault-tolerant computing; high-performance computing; numerical computing

I. I NTRODUCTION
The high-performance computing community is focused
on a significant increase in performance from todays petascale systems (1015 sustained floating point operations per
second) to exascale systems (1018 sustained floating point
operations per second). That leap poses major challenges in
terms of increased parallelism, variability of performance,
and our focus here—an increase in system fault and error
rates due to hardware scaling to deep submicron features
and low-voltage for energy efficiency [1]–[6]. These rising
error rates combined with the large size of future systems
(100,000 to 1M nodes) threaten the usability of such exascale systems for large scientific computations (see blueribbon panel reports [7]–[9]) with projected MTTI ranging
from a few minutes to an hour [4], [5], [10], [11] and
making traditional, global checkpoint-restart approaches too
expensive. In short, there is a need for novel approaches to
ensure reliable computing for these systems.
While there are varied classifications of faults and errors
[2], [12], [13], our focus here is on faults that give rise to
soft errors and particularly intermittent errors that affect the
execution of a particular computation. Such intermittent soft
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error probability. We also characterize the runtime overhead,
comparing the fault-tolerant version to a baseline PCG solver
with no fault tolerance. Our results show that, in contrast
to folklore, when all costs are factored in, residual-based
detection methods are not viable for PCG. In contrast, more
expensive but more accurate methods are preferable.
The specific contributions of this paper include:
•

•

•

•
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studies of PCG which show that despite its low cost,
residual-based error detection is not viable, largely
because achieving high recall produces unacceptably
high rates of false positives. Specifically, to achieve
recall of 90%, false positive rates increase to one false
positive per iteration.
studies of algorithm-based error detectors for PCG that
are more expensive but are viable—achieving high
recall with acceptable false positive rates. Specifically,
algorithm-based detection can achieve a recall of over
95% while expecting a false positive on fewer than one
fifth of the iterations.
studies showing that algorithm-based detection costs
can be small, averaging 25% of the basic PCG computation cost (excluding any versioning overhead).
a first for GVR API: adding resilience to a PCG solver,
and showing that GVR can be added to an application
conveniently— requiring modification of only 2465
lines of code in an application that exercises 390512
lines of code (that is, < 1% of the total LOC).
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r =b−A∗x
iter = 0
while (iter < max iter) and krk > tolerance do
iter = iter +1
z = M −1 ∗ r
ρold = ρ
ρ = r0 ∗ z
β = ρ/ρold
p=z+β∗p
q =A∗p
α = ρ/(p0 ∗ q)
x=x+α∗p
r =r−α∗q
end while

Figure 1. The preconditioned conjugate gradient algorithm. Given a matrix
A, a solution b, and a preconditioner M , we attempt to converge on a
solution x. Each iteration attempts to reduce the residual r by moving x
in direction p.

1) Conjugate Gradient (CG): As in all Krylov subspace
methods, CG aims to move x in a unique dimension of
Krylov subspace every iteration. In every iteration, a direction orthogonal to the previous direction is found by a
procedure resembling Gram-Schmidt orthogonalization, and
then x is moved in that direction by a step size determined
by other aspects of the state of the calculation.
2) Preconditioned Conjugate Gradient (PCG): One approach to speeding up the convergence of CG is by applying
a preconditioner M to A and b and then solving the
equation M Ax = M b [18, p. 276]. The justification behind
this procedure is that it may be less expensive to solve
M Ax = M b than to solve Ax = b. Figure 1 elucidates
the PCG algorithm. There are a number of different choices
for M . We opt for incomplete Cholesky factorization [21]
using an arbitrary drop threshold of 0.001 [18, p. 321-330].
In relation to PCG, we will later refer to the vector p,
which records the direction that x is moved in the current
iteration; the vector r, which is principally identical to the
residual b − Ax, but is updated in-place for optimization
purposes rather than being calculated as Ax − b in each
iteration; and ρ, which records the norm of r from the
previous iteration.
The norm residual krk for PCG is expected to converge
at an exponential rate [18, p. 215].

The remainder of this paper is organized as follows. In
Section II, we describe relevant background for linear systems and reliability. In Section III we describe our numerical
experiments which use different detection and correction
schemes in a faulty environment. Section IV discusses our
observations from said experiments. Section V discusses
related work. Section VI concludes the paper and discusses
future work.
II. BACKGROUND
A. Linear System Solvers
A large number of scientific applications require that the
solution x be found to a linear system of the form Ax = b.
These solutions can be found by way of direct solvers, such
as Gaussian elimination. However, in the case of many large
problems, direct methods can often require a prohibitively
large amount of computation.
A popular alternative to direct solvers are iterative solvers.
Iterative solvers approximate x with increasing accuracy
at every iteration. Examples of iterative solvers include
stationary methods like Successive Over-Relaxation (SOR),
and Krylov subspace methods like Conjugate Gradient (CG)
or Generalized Minimal Residual Method (GMRES). In
this study, we focus on Preconditioned Conjugate Gradient
(PCG).

B. Exploiting Global View for Resilience (GVR)
The Global View Resilience project (GVR) [14], [19],
[22], [23] provides a library for parallel scientific applications to perform application-directed fault tolerance. GVR
enables the application to create global data store (GDS)
objects, which have a number of important properties:
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errors raised by either the application or the system.
When an error is raised, an application-specified error
recovery routine can do a number of things. For
example, it can recover using a number of old versions
of the data in the GDS, it can recovery in some other
way, or it can raise another error that will be handled
by another recovery routine. Errors can be handled
either by processes acting alone, or by processes acting
in a coordinated manner.
4) Each GDS object has custom multi-versioning, errorchecking, and error-recovery schemes. For example,
GVR can take a snapshot of the GDS that preserves
the x vector every iteration, while taking a snapshot
of the GDS that preserves the p vector on every other
iteration. Still other GDS objects may only utilize one
persistent snapshot, and may utilize error checks and
recovery methods that are not discussed in this paper,
like using parity to verify correctness.
This experiment makes simple, basic use of GVR; GVR
is used in its capacity to preserve and restore snapshots of
the x, p and r vectors and the scalar ρ in PCG. It would
also be within the capabilities of GVR to depend on GVR to
execute error checking and recovery schemes and preserve
other variables in the calculation.

Figure 2. GVR utilizes a data-oriented view in which data in a given GDS
is in a stable state, then the application operates on data, then the data is in
another stable state. In this figure, data is represented by rectangles below
the dotted lines, while some application-defined calculation is represented
by the arrows and clouds above the lines. In the transition from the state
on the left to the state in the middle, the data has been transformed by the
application and reaches another stable state. When the application declares
this new stable state, GVR may preserve the old version of the data,
while checking to make sure that the new version is consistent with the
expectations of the application. Transitioning from the middle state to the
right state, GVR takes another version of the data. Finally, the application
may utilize many preserved versions simultaneously in order to recreate a
stable state after an error has occurred.

III. M ETHODS AND T ERMINOLOGY
Figure 3. The GVR library provides a unified interface for checking for,
signalling, and recovering from errors originating in either the application,
or in different parts of the underlying system (runtime, OS, or underlying
hardware).

Axes of experimentation are enumerated in Table III. In
the remainder of this section, we discuss the definition of the
different experimental configurations, and how we choose
between them to formulate experiments.
A. Linear Algebra Problems

1) A GDS object is has a global name, and is efficiently
accessible via one-sided remote memory access (RMA
or RDMA).
2) A GDS object can be versioned (user-defined persistent snapshot), and these persistent copies are used in
error recovery (See Figure 2). These versions may be
taken at application-defined “stable points,” which are
points in the computation at which the data are considered to be in a consistent state, and, consequently,
fit for preservation. The GVR framework may choose
either to take or not to take a version at a stable
point, depending on hints from the application about
the relative importance of performance versus being
up to date for the GDS.
Multiple versions are particularly useful for latent
(or silent) error recovery. If an error persists across
multiple versions, then the error may be present in at
least one of the most recent snapshots. Consequently,
it is necessary to recover from an older version in order
to restore correctness.
3) Each GDS object has application-specific callback
routines for error-checking and error-recovery (see
Figure 3). Error-recovery routines can respond to

We take as candidates the same 28 matrices as Shantharam
from the University of Florida sparse matrix collection [24].
These are all symmetric, positive definite. See Shantharam
[25, p. 157] for a complete list.
We eliminated 11 matrices that converged in less than 8
iterations. We further eliminated 3 matrices which required
much large numbers of iterations - to avoid their skewing
the overall study. This left 14 matrices requiring 8 to
128 iterations to converge in error-free circumstances. This
regularized workload allows error detection and correction
methods applied periodically to be reasonably compared.
Ultimately, we used the following 14 matrices: bcsstk01,
bcsstk07, bcsstk09, bcsstk16, fv3, gyro m, Kuu, lund b,
mhd4800b, mhdb416, msc00726, nos5, nos6 and plbuckle.
B. Error injection
Shantharam showed that errors affecting the row with the
highest Euclidean norm in the A matrix have maximum
impact on convergence [25]. So, we inject errors into said
row for each matrix by multiplying the entry by 4. Other
studies have shown that errors of large magnitude are often
easier to detect, and those of smaller magnitude often fail
3

to affect the numerical outcome. [25], [26] We believe such
intermediate magnitude errors are most likely to cause EE.
1) Taking Snapshots: Several of the error-correction
methods require snapshots. In PCG we use snapshots to
preserve current versions of x, r, p, and the scalar ρ. These
snapshots can be used to restore correct program values.

2) An extra matrix-vector product to ensure that the
residual vector, r, is still equal to b − Ax. Specifically,
we test whether:

C. Error-Detection
We use several schemes to detect errors based on the
algorithmic structure of the PCG solver. These detectors are
summarized in Table I.
1) Residual-Based Detection: When running a PCG, we
expect the norm residual, krk to decrease generally as
the solver converges. The tricky thing is that it does not
always decrease from iteration to iteration. In residual-based
detection, we monitor krk during the course of the solve. If
krk does not decrease as expected, we signal that an error
has occurred. In order to define what sort of behavior in krk
we do or do not expect, We use two residual error-detection
methods [27],
Multiple-Based Detection (MD) If the current residual is
larger than the previous residual multiplied by some
constant factor m, signal an error.
Average-Based Detection (AD) If the current residual is
larger than the mean of the last a residuals, signal an
error.
These two methods each have one free parameter, which
we train using the following procedure, also derived from
Bronevetsky [27], for each combination of matrix and solver:
1) For all test matrices other than the matrix in question,
find the most relaxed value for the free parameter that
flags no errors for an error-free run.
2) Eliminate the highest and lowest 10% of values.
3) Take the average of the remaining top third, middle
third, and bottom third of values. We label these
parameters “HIGH,” “MED,” and “LOW” respectively.
For some matrix-method combinations, a parameter that
generates no false positives was not achievable. These combinations were not taken into account in the above procedure.
In our figures, each detection scheme appears next to
its parameter. For example, “MD(HIGH)” signifies an MD
solver with HIGH sensitivity.
2) Algorithm-Based Detection: We exploit algorithm
structure, periodically checking two key invariants [28] that
are inherent properties of the PCG algorithm and should
only diverge from reality due to either large round-off error
or faults.
1) An extra vector-vector dot product to ensure that
the current direction vector, p, is orthogonal to the
previous direction vector. If p(i) means vector p at
iteration i, we test whether:

If either of these invariants proves false, we take it as a
symptom that an error has occurred.
The algorithm-based detectors also have an implicit
parameter—the amount of divergence from these invariants
that should be tolerated. We take this tolerance to be the
same as the maximum norm residual at which convergence
will be declared, 1e − 6. We report results from running
algorithm-based detection every 1, 2, 3, and 4 iterations.
Figures refer to this detection scheme as “ABFT” followed
by the detection interval. “ABFT(2)” means algorithm-based
detection that is run on every 2nd iteration.
3) Baseline Detectors: Finally, we compare against two
baseline detectors:
• The “Immediate” detector is an oracle that always
detects an error immediately after it is injected.
• The “Ignore” detector never detects errors.

kr + Ax − bk
> tolerance
kbk · kAk

D. Error-Recovery
In the event that an error-detecting scheme signals an
error, we employ one of these error-recovery schemes. These
are summarized in Table II.
1) Snapshot-Based recovery: For all snapshot-based
schemes, we preserve at some point x, p, r and ρ. The
schemes differ according to the point in the solver when
they take snapshots.
The two snapshot-based schemes are:
Restart We take a snapshot of mutable state before the first
iteration of the linear solver. If an error is detected, then
we restore the state from the beginning of the solver.
Snapshot/Restore Snapshots mutable state before the first
iteration and every W iterations after that. If an error
is detected, restores the state corresponding to the last
snapshot. We experiment setting W as 1, 2, 3, and 4.
2) Baseline recovery: In addition, we have the Nop
scheme, which does nothing to preserve or restore state.
E. Experiments
We chose the composition of our experiments by sampling two aspects of error injection stochastically, and then
deciding on other parameters either by exhaustion or deterministically. Each of these steps corresponds to a row in
Table III, in order from the first row to the last row.
1) Every trial employs a PCG solver using ILUT .001 as
a preconditioner.
2) From all candidate matrices, we choose a matrix
A randomly. Matrices are weighted in proportion to
the number of iterations required for the solver to

p(i+1)T Ap(i)
> tolerance
kp(i+1) k · kAp(i) k
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Method
Residual-based

Abbreviation
Multiple-Based

Parameters
MD

Description
LOW, MED, HIGH

Average-Based

AD

LOW, MED, HIGH

Algorithm-based

Algorithm-based

ABFT

1, 2, 3, 4

Baseline

Immediate
Ignore

Immediate
Ignore

N/A
N/A

Signal an error if the current value for krk is larger than the previous
value multiplied by some constant m. The parameters LOW, MED,
and HIGH signify an m that has respectively low, medium, and high
sensitivity to unexpectedly high values of krk.
Signal an error if the current value for krk is larger than the last a
values of krk. The parameters LOW, MED, and HIGH signify an a
that has respectively low, medium, and high sensitivity to unexpectedly
high values of krk.
Periodically does extra linear algebra operations to check whether the
current p is orthogonal to the previous p and that r = Ax − b. The
parameters 1, 2, 3 and 4 signify the frequency of of this check. ABFT(1)
checks every iteration, ABFT(2) checks every 2 iterations, etc.
An oracle: signals every error on the iteration after the error is injected.
Signals no errors.

Table I
E RROR D ETECTION S CHEMES

Method
Snapshot-based

Baseline

Abbreviation
Restart

Parameters
Restart

Description
N/A

Snapshot/Restore

SR

1, 2, 3, 4

Nop

Nop

N/A

Takes a snapshot of x, p, r and ρ before the first iteration. If an error is detected,
restores state to state to the initial state.
Takes a snapshot of x, p, r and ρ before the first iteration and every W iterations
after that. If an error is detected, restores state to the most recent snapshot. The
parameter signifies the value of W .
Does nothing to preserve or restore state.

Table II
E RROR C ORRECTION S CHEMES

Parameter
1)
Solver
2)
Matrix (A)

Sampling
Constant
Stochastic

3)

Error Injection Iteration (i)

Stochastic

4)
5)
6)
7)

Error
Error
Error
Error

Exhaustive
Deterministic
Constant
Exhaustive

8)

Error Correction Schemes (c)

Injection Vector (v)
Injection Entry of Vector
Injection Severity
Detection Schemes (d)

Exhaustive

Description
PCG with ILUT .001
The subset of Raghavan’s matrices which converge in 8-128
iterations
Any iteration from 1 to the expected final iteration in an error-free
environment
p, x, and r
Corresponding to row of A with largest norm
Existing entry multiplied by 4
MD(LOW), MD(MED), MD(HIGH), AD(LOW), AD(MED),
AD(HIGH), ABFT(1), ABFT(2), ABFT(3), ABFT(4), Immediate,
Ignore
Restart, SR(1), SR(2), SR(3), SR(4), Nop

Table III
T HE EXPERIMENTAL SPACE

converge to a solution to Ax = b for the chosen A in
an error-free environment and using no fault tolerance.
If matrix A1 requires 20 iterations to converge in an
error-free environment using the The Ignore detector
and the Nop corrector (the Ignore Nop scheme) and
matrix A2 requires 10 iterations to converge in an
error-free environment using Ignore Nop, then we
are twice as likely to choose A1 for a given set of
experiments as we are to choose A2 .
3) We choose an iteration i in which to inject the error. i will be an integer from 1 to the number of
iterations required for A converge in an error-free
environment using Ignore Nop. All iterations in this
set are weighted uniformly.

We use the procedure described above to stochastically
sample 50 (matrix, iteration) tuples (A, i). Then, for each
tuple, we exhaustively experiment with all possible combinations of the remaining parameters (as shown in Figure 4).
4) We attempt injection into each vector v in the set of
vectors p, x, and r.
5) We inject an error into the element of v corresponding
to the row of A with the largest Euclidean norm.
6) When injecting the error, the chosen element of v is
multiplied by 4.
7) We attempt to detect errors with each detection
scheme d in the set: {MD(LOW), MD(MED),
MD(HIGH), AD(LOW), AD(MED), AD(HIGH),
ABFT(1), ABFT(2), ABFT(3), ABFT(4), Immediate,
5

b (5). If the norm of b − Ax is larger than tolerance, we
say that the solver has converged with escaped errors (6).
Otherwise, the solver has converged to the correct answer,
so we say that the solver has converged correctly (7).
The question of which of these outcomes results is tied to
the injection iteration, the injection vector, and the detector.
If the detector fails to detect the injected error, then the
detector has scored a false negative. A false negative, in
turn, is likely to contribute to either a stalled solve or an
escaped error.
A false negative can contribute to a stall if the corruption
causes convergence to take longer, but does not change the
result. For example, if p is corrupted, the next direction
of search will likely not be orthogonal to the previous
directions. Consequently, it will take more iterations to
minimize over the same number of dimensions of Krylov
space, so more iterations will be required to converge to
tolerance. However, the residual vector r will still equal
b − Ax, so the algorithm will not perceive that the norm
residual is smaller than it actually is. Consequently, the
algorithm will not converge with an escaped error.
A false negative can also change the result without requiring that convergence take a much longer time. For example,
if r is corrupted, the solver will probably, in the next
iteration, move it’s approximate answer in a direction not
orthogonal to the previous directions, since p is calculated
from the last iteration’s r. In addition to moving the wrong
direction, r will no longer be equal to b − Ax, so the solver
will not be aware of the actual norm residual. Consequently,
the solver may converge at a time when krk is less than
tolerance, but kb−Axk is not. In this eventuality, an escaped
error has occurred, since the solver has converged to a value
of x, but the value of x does not minimize kb − Axk.
The detector may also score a false positive by flagging
an error when none has occurred. A false positive will trigger
an unnecessary restoration of the preserved vectors. A false
positive will not affect correctness, but it will contribute
additional runtime overhead due to the cost of restoration
and the cost of rework from the time the last snapshot was
taken. The rework will incur overhead not only in terms of
runtime, but also in terms of iterations required to converge.
Consequently, although a false positive cannot cause EE, a
sufficient number of false positives will cause a stall.

Ignore}
8) We attempt to correct errors with each correction
scheme c in the set: {Restart, SR(1), SR(2), SR(3),
SR(4), Nop}
For each configuration (A, i, v, d, c), we run 50 trials
of our PCG solver to solve Ax = b. Our solver uses d for
error detection and c for error correction. During the solve,
we inject an error in vector v during iteration i.
For each trial, we take the following measurements:
• False positives, False negatives, and True positives
for the detector.
• Convergence - does the solver converges to a solution?
• And if the solver converges:
– Convergence Time
– Correctness is the solution correct (i.e. are there
escaped errors)?
F. Outcomes

1. Randomly select matrix A and
iteration i; Take each vector v

2. Solve Ax = b; using each detector d
and corrector c; inject error at iteration i

3. Converges within 2x expected
iterations?

no
4. Stalled

yes
5. x is
correct?
yes

no
6. Converged
with EE

7. Converged
correct

Figure 4. Experiment Flow for Error detection and recover study. For a
trial, a matrix, error iteration, and vector are chosen (1), and we run PCG
with all of the detection and correction schemes (2). Three outcomes are
possible: convergence to the correct answer (7), convergence to an incorrect
answer (6), and failure to converge (4).

G. Implementation and System

Figure 4 depicts the progress of a series of experiments
given a stochastically selected matrix and error injection
iteration. After running the solver with a particular set of
parameters (in step 2), we see whether the solver converged
in fewer than 2 times the number of iterations expected
in and error-free environment (3). If so, we say that the
solver has converged rather than stalled (4). If the solver
has converged, it may still have converged to an incorrect
answer due to EE. We test whether the solver returned an
approximation for x such that Ax is adequately close to

We ran all our experiments using a PCG solver built in
C++ on the Trilinos library [20], [29]. This solver uses
Trilinos linear algebra primitives. Trilinos is an objectoriented framework that implements a number of scientifically significant, parallelized algorithms, as well as the
basic components necessary in order to implement those
algorithms. The Trilinos implementation of the vector was
augmented with GVR to provide multiversioning capabilities.
6

All experiments were run on single cores of 2.4 GHz Intel
Xeon cpus on machines with 24 GB RAM.
Trilinos and GVR are both designed to allow scaling
to large parallel cluster platforms without any source code
change. Although this experiment only ran on single cores,
a clear next step would be expanding the study to larger
systems.

then the method will require at most 2 times the number
of expected iterations to converge. Consequently, a scheme
using SR(1) is likely to converge. We conclude that residualbased methods generally trade reduced EE for increased
likelihood to stall, or at least an increased number of false
positives.
For algorithm-based detection, it appears that increasing
detection frequency increases the proportion of converged
correct trials while decreasing both the proportion of stalled
trials and the proportion of trials with EE. That is, more
frequent detection increases converged correct trials without
any drawbacks that are apparent from this particular metric.
In addition, we find that with our most aggressive algorithmbased scheme, ABFT(1) SR(1), the solver converges correctly in over 80% of trials, which is unmatched in any of the
other detection methods except for the perfect, immediate
detector and the dubious MD(HIGH) SR(1).
2) Error Detector Performance: Figure 6 shows the
average number of false negatives for each each detection scheme. As we would expect, the proportion of false
negatives generally follows the percentage of trials that
converge with EE in Figure 5. We do notice, however, that
for residual-based methods, it appears that the number of
trials that stalled contributes to the number of trials that
did not score false negatives. We attribute this correlation to
high sensitivity, since a highly sensitive method that lacks
precision will simultaneously increase the likelihood of true
positives, the likelihood of false positives, the number of
trials that converge without EE, and the number of stalled
trials.
Figure 7 shows the average number of false positives for
each detection scheme. For residual-based methods, we see
a number of false positives corresponding with sensitivity.
For algorithm-based methods, false positives remain remain
relatively restricted.
We then perform two parameter sweeps across sensitivity
parameters to better understand the tradeoff between false
positives and false negatives for our detection schemes.
In Figure 8, we scatter-plot the average performance
of each detector, using false negatives and false positives.
For residual-based methods, a decrease in false negatives
corresponds to a sharp increase in false positives. We find
that each decrease in expectation of false negatives of 0.10
incurs an additional cost of about 2 false positives. We
conclude that the sensitivity parameter for these methods is
probably more significant to the likelihood of true positives
than whether or not an error has actually occurred. The
number of false positives at the extreme end (MD(HIGH)) is
exceedingly large. If we divide the number of false positives
by the average number of trials in an error-free run across
our matrices, we get a value exceeding 1. This is possible
because errors and error-recovery increase the number of
iterations required, but the implication is still that, if the
solver were to converge to an answer rather than stalling, we

IV. R ESULTS
Our experiments’ results are presented in the following
order. First, we examine the data for stalls, convergence to
EE, and convergence to the correct answer—varying error
detector and recovery mechanism. These results represent
the “bottom line” for each approach. Second, we examine
the specific performance of the detectors in terms of false
positives and false negatives. Finally, we will examine
runtime overhead to reach a conclusion about the practical
viability of the various schemes.
1) Overall Outcomes: Stalls, Convergence, and EE:
Figure 5 examines the proportion of trials that stalled,
converged with EE, or converged to the correct answer
for each configuration. The independent axis specifies a
particular detection and correction scheme. The detection
scheme is first, then the correction scheme is next, separated
by an underscore. For example, MD(HIGH) SR(2) means
that the bar aggregates over all trials using a high-sensitivity,
multiple-based detector and taking snapshots every 2 iterations. The dependent axis specifies the proportion of trials
with the given scheme that stalled, converged with EE, or
converged correct.
For our perfect, immediate detector, most trials converge
to the correct answer. Even for a perfect detector, an injection late in the calculation can still result in an EE. If the
calculation is particularly short and the injection is late, an
perfect detector can still undergo a stall.
For the detector that flags no errors, we see that PCG
is naturally resilient to some errors. Although errors might
be expected to delay convergence, in about 1/3 of cases,
the method still converges to the correct answer in fewer
than 2 times the number of expected iterations. Most errors,
however, cause EE. The prominence of EE underscores the
fact that it is probably necessary to take some action in the
real world to compensate for faults, even if a system appears
to be functioning correctly.
Moving to our residual-based methods, we find a number
of configurations that converge to the correct answer more
frequently than Ignore. In the case of MD with SR(1),
it appears that we can decrease EE without increasing
stalls by increasing sensitivity. However, when we look at
other snapshot intervals, it becomes apparent that increasing
sensitivity usually decreases EE at the cost of admitting more
stalls. This disparity is likely an artifact of our criteria for
defining a stall. If false positives cause a solver to repeat
every iteration, but it takes a snapshot at every iteration,
7

Figure 5. Residual-based methods tend to undergo a large proportion of either escaped errors or stalled trials, depending on sensitivity. Algorithm-based
methods, in contrast, can provide both a small number of escaped errors and a high likelihood of convergence. In addition, EE can be observably decreased
by increasing the frequency of algorithm-based checks.

Figure 6. Average number of false negatives per trial. For the residualbased detectors, the strong inverse relationship between false negatives
detected and sensitivity suggests that residual-based detectors have poor
precision relative to recall. For Algorithm-based detectors, the imperfect
recall suggests a dependence on the tolerance parameter.

Figure 7. Average number of false positives per trial. For the residualbased detectors, the strong inverse relationship between false negatives
detected and sensitivity suggests that residual-based detectors have poor
precision relative to recall. For Algorithm-based detectors, the imperfect
recall suggests a dependence on the tolerance parameter.

would expect a false positive at at least every other iteration.
In our primary experiment, we kept the tolerance parameter constant at a value equal to the tolerance for the
stopping condition—that is, krk < 1e − 6. However, we
can adjust the sensitivity of algorithm-based detection by
adjusting the tolerance parameter. If we decrease tolerance
of algorithm-based detection, we have fewer false negatives.
If we increase tolerance, we have fewer false positives.
Figure 9 shows average number of false positives and

false negatives for Algorithm-based detection with different
tolerances. In this case, we require only 3 false positives
to decrease expected false negatives below 5%. This works
out to an expected false positive about every 0.18 iterations, which is still high, but significantly improved over
residual-based methods. We see that, until we reach machine
precision, we can decrease false positives while incurring
relatively few additional false negatives. This tradeoff is
much more favorable than for residual-based methods. It
8

nations are averaged together for each detection/correction
scheme.
It is important to note that this graph does not include stalled trials. If a scheme frequently stalls (like
MD(HIGH) SR(2)), then it will contribute only a small
number of data points to the graph.
Pure detection overhead is captured in subset of errorfree (blue) series that utilize the Nop correction scheme.
For example, we see that the residual-based detectors, like
MD(LOW) Nop or AD(MED) Nop, incur negligible overhead. For Algorithm-based detectors, like ABFT(1) Nop,
overhead is more substantial, but still smaller than other
costs. For ABFT(1) Nop, overhead is about 25%, and it
decreases in inverse proportion to detection frequency.
Pure snapshotting overhead is captured in the subset
of error-free (blue) series that utilize the Ignore detection
scheme. We see that, for Ignore SR(1), overhead approaches
400%, while for Ignore SR(4), overhead is 70.5%.
Two general observations:
First, from the dramatic difference between overheads
of variations of MD, its clear that false positives increase
runtime. Even at our lowest snapshot frequency, we reach
almost 600% overhead due to false positives with our most
sensitive MD.
Second, from the relative similarity between algorithmbased detector frequencies, its clear that algorithm-based
detection does not feature prominently in runtime. For
ABFT(1)—our most aggressive scheme—checks only account for about 25% overhead over snapshotting. Since
we have established in our discussion of outcomes that
increasing algorithm-based detection frequency can increase
the proportion of trials that converge correctly, it appears
that aggressive Algorithm-based detection is likely to work
to the benefit of the application while incurring a relatively
small increase in overhead.
Our experiments inflate snapshot overhead by requiring
very high snapshot frequencies to match the short solver
runs. In an actual deployment we would expect much
longer snapshot intervals, and therefore correspondingly
lower overheads.

Figure 8. In the case of residual-based methods, any gain in recall comes
with a high cost in precision. Each point represents the performance of a
detection scheme. The cluster of points that nearly overlap are the various
AD schemes. Shown with a linear fit (R2 =0.9918).

Figure 9. Until machine precision is reached, algorithm-based detection
methods can decrease false negatives by reducing tolerance without severely
increasing the number of false positives.

appears that we can make the event of a false negative
relatively unlikely while incurring a relatively small amount
of overhead from false positives by using an algorithm-based
method.
3) Runtime Overhead: Figure 10 shows the average runtime overhead for each detector configuration. We compare
the overhead when an error is not injected (blue) and when
an error is injected (red). All overhead is normalized in
terms of the time required to run the solver in an error-free
environment with no detector or corrector augmentation (that
is, the Ignore Nop scheme). Runtime results for each matrix
and injection iteration are normalized against the results for
error-free Ignore Nop for that particular matrix. The results
for all (matrix, injection iteration, injection vector) combi-

A. GVR Evaluation
Although we utilized only a few features of GVR (take
periodic snapshots and restore), we found it easy to manage temporal redundancy in the application on a per-datastructure basis. Quantitatively, we modified on 2465 lines of
code, in an application the exercise 390512 lines of code.
This amounts to less than %1 of the total lines of code.
V. D ISCUSSION AND R ELATED W ORK
We first discuss work dealing with intermittent errors with
linear systems in particular. Subsequently we discuss broader
approaches.
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Figure 10. Overhead vs. an error-free, baseline PCG solver each respective matrix. The blue bars represent versioning, detection overhead, and false
positives. The red bars represent real error recovery. Trials that produced incorrect answers or stalled are omitted.

Fault-tolerance specific to linear solvers may draw from
algorithm-based fault-tolerance [16] (ABFT) which encodes
parity into linear algebra operations. This extra parity
can potentially be costly, but recent work [28], [30]–[32]
explores different methods to make ABFT less costly.
The GVR model can include ABFT at the applicationprogrammer’s discretion, although this particular study attempts to avoid the overhead of ABFT by employing
residual-based error-detection methods.
It is worth noting that Chen [32] prescribes a recovery
method that avoids preserving r, as ours does. Consequently,
there appears to be further potential to reduce the runtime
overhead from snapshotting when using algorithm-based
detection.
Li et al. [33] designed a method for algorithm-based faulttolerance in a number of linear algebra applications that
takes advantage of integration with the underlying system
in order to decrease the overhead for ABFT. If the DRAM
can report on data corruption detected by ECC, then there is
less linear algebra required to verify the correctness of state.
This work presents a promising way to lower overhead of
ABFT given underlying hardware that cooperates with the
application in fault-tolerance. We see this sort of work as an
example of the potential of clever algorithm-based tolerance
that cooperates with the underlying system.

Several studies examine the stability of iterative linear
systems, because of their importance to a broad class of
scientific and engineering computation.
Bronevetsky and de Supinski [27] evaluated the soft
error vulnerability for a number of linear solvers given a
scheme of random error injection. The paper also evaluated the effectiveness of error detection and checkpointing
techniques, including the error detection techniques used in
our study. Bronevetsky and de Supinski’s study suggested
that there were specific combinations of detection methods
and correction methods that could reduce the probability of
silent data corruption while still introducing only a small
amount of overhead. In contrast to Bronevetsky, our study
incorporates results from [25], and focuses exclusively on
the most vulnerable cell in each vector.
This paper also draws upon Shantharam et. al [25], which
demonstrated that a single soft error in the solution vector
of an iterative method will propagate to every entry in
the vector within a small, bounded number of iterations,
depending on the adjacency matrix involved. This paper
further demonstrated that the consequences of the induced
error are proportional to the L2 norm of the corresponding
row of the matrix. Finally, the paper presented results suggesting that stationary methods (particularly SOR) are more
tolerant to single soft errors than non-stationary methods
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(particularly PCG). Our paper further examines the sorts
of error-injection experiments that Shantharam performed,
as well as examining times of injection, error-detection
methods, and error-recovery methods.
A classical approach to dealing with errors is to use
redundant hardware [34]. Although the increased hardware
cost is generally a concern, some recent work [35] argues
that modular redundancy may be viable in some cases. The
global view resilience model focuses on redundancy in time,
but does not preclude hardware or process redundancy.
A large body of previous work deals with temporal
redundancy—usually by way of an optimization of checkpoint/restart. Ways to optimize checkpoint-restart include
choosing optimal checkpoint intervals [36], taking more or
less expensive checkpoints at different times during computation [37], [38], and modifying hybrid checkpointing to
make it resilient [39]. Checkpoint/restart is similar to GVR’s
snapshot/restore scheme, except GVR integrates version
capture and restore into the application programming model.
One trend in dealing with generally faulty systems is
to distinguish between instructions that must be executed
error-free and instructions that can tolerate errors [40]–[42].
Similarly, GVR allows different data structures to be more
or less rigorously preserved, examined, and recovered.

multiple snapshots of certain data structures—so that each
snapshot corresponds to that structure’s state at a different
point in time—in order to combat the problem of latent
errors [14].
Finally, our PCG solver should be able to easily scale
to large clusters. There is good opportunity to explore how
resilient linear solvers behave at scale.
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